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INFORMATION TECHNOLOGY- R. GOMEZ
1. Approve renewal agreement with Cisco Umbrella - Internet Security Gateway Monthly Solution from
July 1, 2026, through July 1, 2029,  in the amount of $105,537.49 for Countywide secure internet
gateway and web security services provided through Cisco Umbrella Secure Internet Gateway
Advantage; and
2. Authorize Chair, County Executive Officer, or designee, to sign agreement.
SBC FILE NUMBER: 119.1

CONSENT AGENDA

Cisco Umbrella is the County's primary internet security platform and serves as the first line of defense
against cyber threats. Staff recommends renewing the existing three-year subscription agreement and
updating the current protection plan to ensure continued security coverage.
 
The platform provides DNS-layer security, web content filtering, and threat intelligence to prevent users
from accessing malicious websites and online resources that host malware, ransomware, phishing
schemes, botnets, and other cyber threats. When a user attempts to access a known malicious site, the
service automatically blocks the connection and redirects the user to a warning page explaining the
security risk.
 
The Information Technology Department requests approval to renew the County's subscription as a sole-
source procurement. The service is fully integrated into the County's cybersecurity infrastructure and
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FISCAL IMPACT:

STAFF RECOMMENDATION:

provides continuous protection for County employees, systems, and data, whether users are working
onsite or remotely. Any interruption in service would compromise critical security protections and
increase the County's exposure to cybersecurity risks, potentially disrupting operations and
compromising sensitive information.
 
A competitive solicitation was not conducted because this request is for the renewal of an existing
software subscription that is already deployed and operational within the County's technology
environment. Renewing the current service ensures continuity of operations and avoids the significant
time, cost, and resources required to evaluate, procure, implement, and transition to an alternative
platform.
 
Approval of the renewal will allow the County to continue receiving uninterrupted internet security
gateway services through June 30, 2029.
 
 

This agreement will be budgeted within the department's FY 2026-27 budget and will be available within
existing appropriations. G/L 101.15.1065.1000.619.134

1. Approve renewal agreement with Cisco Umbrella - Internet Security Gateway Monthly Solution from
July 1, 2026, through July 1, 2029,  in the amount of $105,537.49 for Countywide secure internet
gateway and web security services provided through Cisco Umbrella Secure Internet Gateway
Advantage; and
2. Authorize Chair, County Executive Officer, or designee, to sign agreement.

 

 

 
ATTACHMENTS:
Agenda Fact Sheet -Cisco Umbrella Contract
Sole_Source_Executed
Port Technoliges Invoice

https://cosb.granicus.com/services/legistar/download/pdf/4196759/1.27_-__6099_-_IT_-_Agenda_Fact_Sheet_-Cisco_Umbrella_Contract__E_.pdf
https://cosb.granicus.com/services/legistar/download/pdf/4168322/Sole_Source_Executed.pdf
https://cosb.granicus.com/services/legistar/download/pdf/4168446/Port_Technoliges_Invoice.pdf
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